WH®OPMALIMOHHAA NMAMATKA
OnA OBYHAKOLWMXCA AnA PASMELLEHUA
HA O®ULINATIbHbIX MHTEPHET-PECYPCAX

C KaxOdblM FOAOM MOJSIOAEXW B WHTEpPHETE CTaHOBWUTLCHA Oonblle, a LUKOMbHMKA OOHW U3 CaMblX aKTUBHbIX
none3oarenen PyHeTa. Mexay TeM, MOMUMO OrPOMHOrO KONMYecTBa BO3MOXHOCTEN, MHTEPHET HeceT M Npobnemsbl. OTa
namsTKa JOJPKHA NomMoyb Tebe 6e30nacHO HaxoanTbCH B CETU.

KOMI'IbIOTeprIe BUPYCbI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHBIX NPOrpamMMm, OTAUYUTENIbHON OCOBEHHOCTBIO KOTOPOW
ABMSETCA CNOCOBHOCTb K pasMHOXEHMI0. B ononHeHne Kk 3ToMy, BUPYCbl MOTYT MOBPEAWNTb UMW MOMHOCTBIO YHUUTOXUTb
BCe havinbl N AaHHbIE, NOAKOHTPOSIbHbLIE NONb30BaTENO, OT UMEHM KOTOPOro Bbina 3anyLeHa 3apaxeHHasi nporpamma, a
Takke NoBpeauTb WNW Jaxe YHUYTOXWUTb OMEepauMOHHYI0 cuctemy co Bcemu hawnamu B uenom. B BonblwuHcTBe
CryyaeB pacnpoCTPaHAIOTCH BUPYChl Yepes NHTEPHET.

MeToabl 3aLmMTbl OT BPEOOHOCHbIX NPOrpaMm:

1. Ncnonb3yn coBpeMeHHble onepaLMOHHbIe CUCTEMbI, UMEIOLLNE CEpPbEe3HbIN YPOBEHb 3aLluTbl OT BPEAOHOCHbIX
nporpamm;

2. MocToAHHO ycTaHaBnMBan naytu (LMGPOBbIE 3anaTkvi, KOTOPble aBTOMAaTUYeCKU YCTaHaBMMBAKOTCH C LieMbio
AopaboTkn nporpammbl) U Apyrne obHOBMEHWA CBOEW OrnepauMoHHOW cucTembl. CkaumBan MX TOMbKO C oduLManbHOro
canta paspabotumka OC. Ecnu cyecTByeT pexvmMm aBToOMaTn4eCcKkoro OOHOBIEHWS, BKITHOYMN €ro;

3. Pabotan Ha cBoem KomnbloTepe Mo npaBamy MoNb3oBaTens, a He agMuHucTpaTopa. JTO He MO3BONUT
GOMbLUNHCTBY BPEAOHOCHbBIX NMPOrpamMM MHCTaNIMpoBaTbCs Ha TBOEM NEPCOHANBLHOM KOMMbIOTEPE;

4. Vcrnonb3y aHTMBUPYCHble NPOrpaMMHble MNPOAYKTbl W3BECTHbIX NPOM3BOAMTENEN, C aBTOMATUYECKUM
obHoBneHnem 6as;

5. OrpaHunyb usnyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX N,

6. Ncnonb3yn BHelWwHWe HocuTenn MHgopmauun, Takue Kak drnewka, AUCK unu dann M3 nHTepHeTa, TONbKO U3
NPOBEPEHHBLIX UCTOYHUKOB;

7. He oTkpbiBan koMnbloTepHble havinbl, NONyYEeHHble U3 HEHAAEXHbIX UCTOYHMKOB. [axe Te dainnbl, KoTopble
npucnan TBOM 3HakoMbIn. Jlyylle yTo4HM y Hero, oTnpasnsan nu oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He Bug nepegayn AaHHbIX, HE TEXHONoruMsl, a Bcero nuwb OpeHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apeructpuposana 6peHg "WECA", uyto obosHauano crnosocodetaHune "Wireless Fidelity",
KOTOpbI NepeBoanTCs Kak "6ecnpoBogHasi TOMHOCTL".

o Hawero BpemeHu gowna gpyras abbpesmaTypa, koTopas sSiBNseTCs Takon e TexHonornen. 3to abbpesnarypa
"Wi-Fi". Takoe HasBaHMe ObINO JAHO C HaMEKOM Ha CTaHOapT Bbicllen 3BykoBoW TexHuku Hi-Fi, yto B nepesoge
O3Ha4aeT "BblCOKas TOYHOCTL".

Ha, 6ecnnaTtHbI MHTEPHET-AOCTYN B Kade, OTENSX U asponopTax ABMASAETCS OTIIMYHON BO3MOXHOCTbLIO BbiXO4a B
WHTEpHeT. Ho MHore akcnepTbl cunTatoT, YTo 0bwenocTtynHble Wi-Fi ceTn He siBnsitoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHoCcTH paboThbl B 06WWeaocTynHbIX ceTax Wi-fi:

1. He nepegasan cBoto nuyHyto nHdopmaumio Yepes obwenoctynHele Wi-Fi cetn. PaboTtas B HuX, xenaTenbHO He
BBOAMTb MAponM SOCTYNa, NOrMHbI U Kakne-To HOMepa;

2. Vicnonb3y n oBHOBNSW aHTUBUPYCHble nporpammbl 1 6pangmayep. Tem cambiM Thl obesonacuwb cebs oT
3aKa4ku BMpyca Ha TBoe YCTPOMWCTBO;

3. Mpu ucnonb3oBaHum Wi-Fi oTknoun cyHkumio "O0wmin goctyn k davinam mn npuHtepam”. daHHas dyHKums
3aKpbiTa N0 YMOYaHUI0, 0AHAKO HEKOTOPbIE NOMb30BaTENN akTUBUPYIOT ee ANa yao6cTBa MCnonb3oBaHusa B paboTte munu
yyebe;

4. He ncnonb3yi nyonuunbii WI-FI gna nepefayn nuuHbIX AaHHbIX, HAanpuMmep A4S Bbixoga B couuvarnbHble CeTu
UNKU B 3NEKTPOHHYIO NOYTY;

5. Vcnonbayih Tonbko 3awmieHHoe coeanHeHne Yyepe3 HTTPS, a He HTTP, 1.e. npu Habope Beb-agpeca BBOAM
UMeHHo "https://";

6. B mobunbHom TemnedoHe oTknmoun GyHkumio "TlogkniodeHne k Wi-Fi aBTomatudeckn”. He ponyckan
aBTOMaTUYECKOro NoaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOOAT B HALUY XM3Hb, MHOTME NMoan paboTaloT M XKMBYT TaM NOCTOSIHHO, a B Facebook
yXe 3apeructpupoBaH Mwunnuapg 4ernoBek, YTO $ABNAETCA OAHOW CedbMOW BCex Xutenen nnaHeTbl. MHorve
nonb3oBaTefnin He MOHUMAKOT, YTO MHOPMALUA, pa3MeLLeHHas MW B COUMArbHbIX CETAX, MOXeT ObiTb HangeHa u
NCNonb30BaHa KEM YrogHo, B TOM Yncrie He 06s13aTenbHO ¢ 6narmmm HamepeHnsiMu.

OcHoBHbIe coBeTbl N0 6e30NacHOCTU B coLManbHbIX CETSAX:

1. OrpaHunyb cnncok gpysen. Y Tebs B Apy3bax He AOMMKHO ObiTb CNyYanHbIX U HE3HAKOMbIX N0AEN;

2. 3awmuian cBOK YacTHYIO XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHUs 1 Apyryro
NUYHYIO MHOPMaUUIO. 3MOYMBILLAEHHUKA MOMYT UCMONb30BaTh Aaxe WMHAOpMauuio O TOM, Kak Tbl U TBOU pPOAMTENM
nnaHupyeTe NpoBEeCTN KaHUKYIbI;

3. Bawmwan cBol penyTauuio - OEPXW ee B YMCTOTe M 3agaBan cebe Bonpoc: xoTen Obl Thbl, YTOObI Apyrve
nonb3oBaTeny BUAENW, YTO Thbl 3arpyxaelb? MNogyman, npexage YemM 4To-To onybnmMkoBaTth, HANMCaTb U 3arpy3nThb;



4. Ecnu Tbl roBopullb C NIOAbMU, KOTOPbLIX HE 3Haellb, HE UCMOSb3yl CBOE peanibHoe MMsi U OPYryl JNYHYHO
NMHopMaUnK: UMsi, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npovee;

5. N3beran pasmelieHusa cotorpacduii B VIHTEpHeTe, rge Tbl M300paxeH Ha MECTHOCTM, MO KOTOPOM MOXHO
onpenenuTb TBOE MECTOMOIIOXKEHUE;

6. Mpn peructpaumm B coumanbHOW CETU HEODOXOAMMO WUCMONb30BaTb CIOXHbIE Maponu, CocToswme u3 OykB U
LUMdp 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ona counanbHOW CeTH, NOYTbI U APYrMX CantoB HEO6XOOMMO UCNONb30BaTh pa3Hbie naponu. Torga ecnu Tebs
B3MOMatoT, TO 3MOYMbILLIIEHHUKM NOMyyYaT JOCTYN TONbKO K OAHOMY MECTY, a He BO BCe cpasy.

aﬂeKTpoHHble AeHbIn

ONEKTPOHHbIE AEHbIMN - 3TO OYeHb YAOOBHbLIN CNOoCcob nnaTexen, 0OgHaKo CyLLEeCTBYIOT MOLUEHHWUKM, KOTOopble XOTAT
Nony4nTb 3TU OEHbLIN.

ONEKTPOHHbIE AEHbIM MOABUITUCL COBCEM HEAaBHO U UMEHHO M3-3a 3TOr0 BO MHOMMX rocygapcTBax 4O CUMX Mop He
NPONMCAHO NPO HUX B 3aKOHaXx.

B Poccun e oHU pyHKUMOHMPYIOT M O HUX YXXe MPOMMCaHO B 3aKOHe, rae VX pas3gensioT Ha HECKONbKO BMAOB -
AHOHUMHbIE N HE aHOHWMHbIE. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs MPoOBOAMTL onepaumm
6e3 ngeHTnduKaLmm NonbL3oBaTesns, a B HEaHOHMMHbIX aeHTUMKaumsa nonb3oBaTens aBnseTcs 06a3aTensHON.

Tarke crnegyeT pasnuyaTb 3NEKTPOHHbIe ouaTHble AeHbr (PaBHbl FOCY4apCTBEHHBIM BanioTaM) U SreKTPOHHbIE
HedmaTHbIe AeHbIN (HE paBHbl rOCY4AapPCTBEHHbLIM BanoTam).

OcHoBHble coBeTbI N0 6e3onacHow paboTe ¢ 3NeKTPOHHBIMW AeHbramu:

1. MpuBsKM K cHeTy MOBUIBHBIN TenedoH. 3TO caMbli yAObHbIN 1 BLICTPBIN CNOCO6 BOCCTAHOBUTL AOCTYM K CHETY.
MpuBasaHHbLI TenedOH NOMOXeT, ecnu 3abyaelb CBOW MAaTeXHbI Maponb WAM 3angellb Ha CanlT C HEe3HaAKOMOro
YCTPOWCTBA;

2. Ncnonb3yn ogHopasoBble naponu. [locne nepexoda Ha yCUNEHHyo aBTopusaumio Tebe yxxe He bygeT yrpoxaTtb
ONAaCHOCTb KPaXkv Unu nepexeara nNnaTexHoro napons;

3. Bbibepu cnoxHbiv naponsb. MNpecTtynHukam 6yget He NpoCcTo yragaTth CROXHbIN Naponb. HagexHble naponu - aTo
naponu, KoTopble cogepxaT He MeHee 8 3HAKOB M BKMOYAIOT B Ce0si CTPOYHbIE U NPONUCHBIE BYKBbI, LGPl U HECKOSBKO
CMMBOIIOB, Takue Kak 3Hak Jonnapa, dyHTa, BocKnumuaTenbHblil 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE Ha calTax, KOTOPbIM HE AOBEpPSELLb.

OnekTpoHHas noyrta

OneKTpOHHas NoyTa - 3TO TEXHOMNOMMSA 1 NpefoCcTaBnseMble el YCryru No nepechiike N NOMYyYEHUIO ANEKTPOHHBIX
cooOLLeHU, KOTOpble pacnpeaensioTca B KOMMbOTEPHOW ceTn. OObIYHO 3MEKTPOHHbLIN MOYTOBbLIA AWK BbIFISANT
cregylowmuMm 0o6pasoMm: MMS_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepejavnm MpoOCTOro TeKcTa, umeeTcH
BO3MOXHOCTb nepedasatb cannbl.

OcHoBHble coBeThbl N0 6e3onacHon paboTe C INEeKTPOHHOW NOYTOMN:

1. Hago BbIGpaTtb nNpaBunbHLIV NOYTOBLIV CepBUC. B nHTEpHeTe eCcTb OrpoMHbIN BbIGOp HGecnnaTHbIX NOYTOBbIX
CEpBMCOB, OAHAKO Mydlle JOBEPATb TEM, KOrO 3HaeLlb U KTO NEPBbIA B PEATUHTE;

2. He ykasbiBav B MMYHON MOYTE NWUYHYI0 MHopmauuo. Hanpumep, nydwe BbibpaTb "My3blkanbHbIN_haHaTt@"
unu "pok2013" BmecTto "temal3";

3. Ucnonb3yi aByxaTanHylo aBTopu3aumio. OTO Koraa NoMMMO Mapons HYXHO BBOAWUTb KO, MPUCHINAEMbI MO
SMS;

4. Bbibepy cnoxHbli naponb. Ons kaxgoro mMOYTOBOro siLMKA AOSMKeH ObiTb CBOW HaZeXHbIW, YCTOMYMBBIA K
B3/TOMY Naporib;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JTIMYHbLIA BOMPOC, UCMOMb3y 3Ty BO3MOXHOCTb;

6. Vcnomnb3yn HEeCKoNbKo MOYTOBLIX AWMKOB. [MepBbIM ANS YACTHOW MNEpennucku ¢ agpecatamu, KOTOPbIM Thbl
AoBepsiellib. ATO ANEKTPOHHbIVM agpec He HaJo UCMOoNbL30BaThb NPY perncTpauumn Ha dpopymax u cantax;

7. He oTkpbIBan tannsl n Apyrne BroXeHus B MUCbMax, AaXke eCNu OHWU NPULLN OT TBOUX ApYy3en. Jlyylle yTouHn
Y HUX, OTMPaBnanNu N1 oHn Tebe atun hannel;

8. MNMocne okoH4YaHMs paboTbl Ha NOYTOBOM CepBUCE Nepes 3akpblTUEM BKINaAKW C CalTOM He 3abyAdb HaxaTb Ha
"Bbintu".

KnbepO6ynnuHr unu BupTyanbHoe nsgeBaternbCTBO

KnbepbynnuHr - npecnegoBaHve coobLieHMAMM, codepXalummu OockopbneHus, arpeccuto, 3anyrmBaHue;
XYIUraHcTBO; coumanbHoe GONKOTMPOBAHME C MOMOLLbIO Pa3fNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynIMHrom:

1. He 6pocaiica B 60i. Jlyqwmn cnocob: nocoBeToBaTbCA kak cebs BECTU U, €CriM HET TOro, K KOMY MOXHO
06paTuTbCs, TO BHaYane ycrnokoutbcs. Ecny Tbl HayHelb oTBeYaTb OCKOPONEHMAMU Ha OCKOpONeHUsl, TO TONbKO eLle
Gonblue pasoxKeLlb KOHIWKT;

2. YnpaBnsn ceBoen kubeppenytauven;

3. AHOHUMHOCTbL B CETU MHMMas. CyLlecTBYOT cnocobbl BbIACHUTb, KTO CTOMT 32 @aHOHUMHbBIM aKKayHTOM;

4. He cTOMT BECTU XynuraHckuin obpas BUPTyarlbHOW >XWM3HW. VIHTEpPHET uKcupyeT Bce TBOW OEWCTBUSI U
coxpaHsieT ux. Yganutb ux bygeT kpanHe 3aTpygHUTENbHO;

5. Cobniogan cBol BMPTYarbHYH YECTb CMOJIOAY;

6. NrHopupyn eanHndHbIn HeratuB. OgHopasoBble ockopbuTenbHble coobLieHns ny4vwe urHopuposatb. OGbIMHO



arpeccusi NpekpaLLaeTcs Ha HavanbHoW cTaauy;

7. Ban arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHNAMMU, B COLMArIbHBIX CETSX €CTb BO3MOXHOCTb
OrOKMPOBKU OTNPaBKN COOBLLIEHMIA C ONpeferneHHbIX agpecos;

8. Ecnu Tbl cBuaetenb knbepbynnuHra. TBoM AeUCTBUS: BbICTYNUTbL NPOTUB NpecrnefoBaTens, nokasaTe eMy, YTo
ero OeNCTBUSi OLEHMBAIOTCS HeraTMBHO, MOAAEepXKaTb XXEPTBY, KOTOPOWM HyXHa MCMXofiormyeckasi nomoLlb, coobLwnTb
B3pOCIbIM O (paKkTe arpecCMBHOIO NOBEAEHUS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdoHbl M NNaHweTbl cogepxat B cebe BNonHe B3pocbii YHKUMOHAN, 1 Tenepb OHU MOTyT
KOHKYpMpOBaTb CO CTaUMOHapHbIMK KoMnbloTepamu. OgHako, CpeacTB 3almThl Ans NOAOOHbLIX YCTPOMCTB MOKa OYeHb
Mano. TecTupoBaHue 1 NOUCK YA3BUMOCTEN B HUX NPOUCXOAUT HE Tak MHTEHCUBHO, kak aAns MK, To xxe camoe kacaetcs u
MOOBUMbHBIX MPUMOXEHWA.

CoBpeMeHHble MObBUnbHble Gpay3epbl YKe NpakTUYecKU AOorHanyM HacTOfMbHblE aHanoru, O4HaKo pacluvpeHue
dyHKUMOHana BneyeT 3a cobon 60NbLIYI0 CNOXHOCTb Y MEHbLLYIO 3aLLULLEHHOCTb.

[aneko He Bce NPOM3BOAMTENW BbINMyCKalOT OOHOBMEHUS, 3aKpbiBalOLNE KPUTUYECKME YS3BUMOCTWU AFIS1 CBOUX
YCTPOWCTB.

OcHoBHble coBeTbl AN 6e30nacHOCTN MOBMBLHOIo TenedoHa:

Huyero He aBnsieTcst No-HacTosweMy 6ecnnatHeiM. Byab ocTopoxeH, Beab korga Tebe npegnaratoT 6ecnnaTHbIN
KOHTEHT, B HEM MOTYT ObITb CKpPbITbl KAKWE-TO NAaTHbIE YCMYIu;

Oywmawn, npexae 4yem otnpasntb SMS, doTo nnm Buaeo. Tel TOYHO 3HaeLWb, rae oHn 6yayT B KOHEYHOM utore?

Heobxoanmo o6HOBMSATL ONEpPaLMOHHYO CUCTEMY TBOEro CMapT(OoHa;

Mcnonb3yin aHTMBUPYCHbIE MPOrpaMMbl 4518 MOBUbHbBIX TenedoHOoB;

He 3arpyxait npunoxeHnsa oT HEM3BECTHOrO UCTOYHWUKA, BeOb OHWM MOTYT COAepXaTb BPEOOHOCHOE MpOorpaMmHoe
obecneyeHue;

Mocne Toro kak Tbl BbINAELWb C CanTa, rae BBOAMIT NIMYHYIO MHAOPMaLuio, 3ainamn B HacTporiku Bpaysepa v yganu
cookies;

lMepuoanyeckn NpoBepsn, KakMe NnaTHble YCyrn akTMBUMPOBaHbI HAa TBOEM HOMEPE;

HaBaw cBoi HoMep MOBWNbHOro TenedoHa TOMNbKO M0AsIM, KOTOPbIX Thbl 3HAELLb M KOMY A0BEpsieLlb;

Bluetooth gomxeH 6bITb BbIKITIOYEH, KOrga Thl UM He Nofb3yeLlbesl. He 3abbiBavi MHOrga NpoBepATh 3TO.

Online urpbl

CoBpeMeHHble OHNavH-Urpbl - 3TO KPacouYHble, 3axBaTbiBalliMe pas3BrievyeHus, o0beanHsALWMe COTHU ThiCAY
YernoBek MO BCeMy Mupy. Mrpoku uccrnegyloT OaHHbIn UM Mup, obLialoTca Apyr C OpYyrom, BbIMOMHAIOT 3a4aHus,
CpaxkaloTcs C MOHCTPaMM M NOMyyarT OnbIT. 3a y4oBOMbCTBME OHW NNATAT: NMOKYNawT OUCK, OnfayvBaloT aboHeMeHT
nnu NpruobpeTaroT Kakne-To onuuu.

Bce aTu cpeacTeBa nayT Ha nogaepaHuve u pasBuMTUE UIPbl, @ Takke Ha camy 6e30MacHOCTb: COBEPLLEHCTBYIOTCS
CMUCTEMbl aBTOPM3aL MK, BbIMYCKaOTCS HOBble Natyy (UmMdpoBbIe 3annaTtky Ans NporpaMm), 3aKpbliBalTCA YS3BMMOCTM
cepBepoB.

B nogobHbIX urpax CTouT onacatbCs HE CTONIbKO CBOMX COMEPHUKOB, CKONbKO KpaXu TBOEro mapons, Ha KOTOpoM
OCHOBaHa cucTema aBTopusaummn 60MbLWMHCTBA UTp.

OcHoBHble coBeTbl MO 6e30MacHOCTH TBOEIo UrPOBOro akKayHTa:

1. Ecnn gpyron nrpok Beget cebst Nnoxo nnm co3gaet Tebe HenpuATHOCTK, 3abOKNPYI ero B CNUCKE UIPOKOB;

2. MNoxanynca agMUMHUCTpaTopaM Urpbl Ha MNMOXOe MOBEedEHMEe 3TOro Urpoka, XenaTenbHO NPUNOXUTL Kakue-To
AoKasaTtenbcTBa B BUAE CKPUHOB,;

3. He ykasbiBan nnyHyto nHopmauuio B npodanne urpbl;

4. YBaxai apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnunBan HeodumumanbHble naTyv U Moabl;

6. Vicnonbayit cnoxHble 1 pasHble Naponu;

7. [axe BO BpemMs Urpbl He CTOUT OTKIOYaTb aHTUBUPYC. Noka Thl Urpaellb, TBOM KOMMNBLIOTEP MOTYT 3apasunTb.

DUWIMHF unn KpaXxa NMMMYHbIX AaHHbIX

OObIYHOM KpaXken OeHer U JOKYMEHTOB CErofHsi y)Xe HUKOrO He YAMBMLIb, HO C Pa3BUTMEM MHTEPHET-TEXHOSOMMMN
3M10YMBILLNEHHUKN NEPEMECTUNNCH B UHTEPHET, N NPOAOIHKAKT 3aHMMaTbCs "nobumbim™ genom.

Tak nosiBMnacb HoBas yrposa: WHTEPHEeT-MOLUEeHHMYecTBa WNU ULIKHF, FNaBHaA Leflb KOTOPOro COCTOUT B
nosly4eHMn KoHMAeHUManbHbIX OaHHbIX MOoNb3oBaTenen - fOormHOB W naponen. Ha adrnminckom 4sbike phishing
ynTaeTcd kak ouwmHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHTOM:

1. Cnegu 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina B3romaHa, TO HeobXxooumo
3abnokmMpoBaTh ee 1 cCoobLWNTb afgMUHUCTPaTopaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ncnonbayit 6e3onacHble BeO-CalThbl, B TOM YUCHE, UHTEPHET-MarasnHoB 1 MONCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecrnim T1ebs B3NOMaloT, TO 3M10YMbILINIEHHUKM nonyyaT
O0CTyn TONbKO K OAHOMY TBOEMY Npodounro B CETU, a He KO BCEM,;

4. Ecnu Tebsa B3nomanu, T0O HEOGXOAMMO MpeaynpeaMTb BCEX CBOWMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs B
Opy3bsiX, O TOM, 4TO Tebs B3noOManu K, BO3MOXHO, OT TBOEro MMeHu OyaeT paccbinatbCs crnaM M CCbUIKM Ha
OULLNHIOBbLIE CaThl;



5. YcTtaHoBu HagexHbin napornb (PIN) Ha MobunbHbIN TenedoH;

6. OTknIoYM coxpaHeHne napons B 6paysepe;

7. He oTKpbIBan hansnbl 1 gpyrue BrAOXEHUS B NUCbMaX, AaXe eCnu OHW NPULLNK OT TBOMUX Apy3en. Jlyywe yTouHu
Y HUX, OTNPaBNSANM N1 OHW Tebe 3Tn dannbl.

LndpoBas penyTtauus

LindppoBas penytaumsi - 9TO HeratuBHasd unu nos3vtuBHas MHdopmaumst B cetn o Tebe. KomnpomeTupyrowas
MHpOpMaLMs, pa3MelleHHass B MHTEpPHEeTe, MOXET Cepbe3HbiM 00pa3oM OTpasuTbCA Ha TBOEW pearnbHOWM XWU3HW.
"LUndposas penytaumsa” - 370 TBON UMUK, KOTOPLIN hopMmupyeTcs u3 nidopmaumm o Tebe B MHTEPHETE.

TBOE MecTo XuTenbCTBa, y4ebbl, TBOe h1HAHCOBOE NONOXeHne, 0COBEHHOCTM XxapakTepa U pacckasbl 0 6U3Kux -
BCe 3TO HaKannMBaeTCs B CETU.

MHorve nogpocTKM MErkoMbICAEHHO OTHOCATCS K nybnvkauum nuvHonm uHdgopmaumm B UHTepHeTe, He noHumas
BO3MOXHbIX MOCNeAcTBUN. Thbl Aae He CMOXelb goragatbCsl O TOM, 4TO dhoTorpadums, pasmelleHHas 5 neTt Hasag,
cTana npu4vMHOMN oTKasa NpuHATL Tebs Ha paboTy.

KommeHTapwuwn, pasmelleHne TBomx doTorpacumii n gpyrme AerWCTBUS MOTYT HE MCYE3HYTb AaXke nocre Toro, Kak Tbl
UX yoanuwb. Tbl HE 3HaeLlb, KTO COXpaHWi 3Ty MHpopMauuto, monana nn oHa B NMOWCKOBbIE CUCTEMbI M COXpaHunach i
OHa, a rmaBHoe: YTo noaymaroT o Tebe oKpyxatolme Nan, KoTopble HaNnayT U yBUAAT 3T0. Hantm nHdopmaumo MHOro
neT cnycTa CMOXeT Nobor - kak M3 JoOpbIX NOOYKAEHUA, TaK U C HAMEPEHMEM MPUYMHUTE Bped. OTO MOXET ObiTb KTO
yrogHo.

OcHOBHble COBETHI MO 3aLLmTe LMPOBON penyTaumm:

1. MNogyman, npexae Yyem 4YTO-TO NyGNUKoBaThb U Nepenasath y cebsi B 6nore nnu B coumansHON ceTy;

2. B HacTpomkax npodumnsa yCTaHOBM OFPaHUYEHNst Ha NPOCMOTP TBOEro Npodunsa n ero CoOaemxumMoro, caenamn ero
TOnbKO "Ons apysen";

3. He pasmelyan n He yka3sbiBan MHGOPMALMIO, KOTOPasi MOXET KOro-rnmbo ockopbrnaTe unm obmxkaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLUKOMNBbHUKM - aKTUBHbIE Nonb3oBaTenu umndpoBoro npoctpaHcTea. OgHako ganeko He BCe 3HaloT,
YTO MOMb30BaHWE MHOMMMWU BO3MOXHOCTSIMU LMPOBOro mMupa TpebyeT cobniogeHus npaB Ha WHTENNeKTyanbHYo
COBCTBEHHOCTD.

TepMuH "nHTEennekTyanbsHas COGCTBEHHOCTL" OTHOCMTCS K pa3fUyHbIM TBOPEHMSAM YeroBEeYeCcKoro yma, HadymHas ¢
HOBbIX M300peTeHMn M 3HaKoB, O6O3HayawLWmMx COOCTBEHHOCTb Ha MNPOAYKTbI W YCNYrW, U 3aKaH4MBas KHWUramw,
doTtorpadusasMu, KNHOPUNbMaMM 1 My3blKarnbHbIMU NPOU3BEAEHUAMN.

ABTOpCKME npaBa - 9TO MpaBa Ha WHTENNeKTyanbHyl COOCTBEHHOCTb Ha MPOM3BEOEHUS Hayku, nuTepaTypbl U
nckycctea. ABTOpCKvMe npaBa BbICTyMaloT B KA4eCTBE rapaHTuM TOro, YTO MHTENNeKTyarnbHbI/TBOPYECKMIA Tpyd aBTopa
He OydeT HanpacHbiM, AacT eMy chnpaBeanvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyda, MonyvuTb
M3BECTHOCTb W npusHaHne. Hwkto ©e3 paspelleHWss aBTopa He MOXeT BOCMpPOU3BOAUTbL €ro npov3BedeHue,
pacnpocTpaHsATb, NyGrMYHO AEMOHCTPUPOBaTh, NpPoAaBaTb, MMNOPTMPOBaTb, NyCcKaTb B NpokaTt, NyOnmyHO UCNOMHATb,
nokasblBaTb/MCNONHATL B admpe unu pasmeLlaTs B IHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecneyeHnss MoXxeT NPUBECTM K MHOIMM pUCKaMm: OT NOTepu AaHHbIX
K TBOMM akkayHTam A0 GrOKMpOBKM TBOEro yCTPOMWCTBA, rAe YCTaHOBMeHa HeneranbHas nporpamma. He crout Takke
3abbIBaThb, YUTO CYLLECTBYIOT feranbHble u 6ecnnatHble Nporpammbl, KOTOPbIE MOXHO HanTW B CETU.

O noprane

CeTeBuM4YOK.pd - TBOWM rMaBHbIA COBETYMK B CeTU. 34eCb Thbl MOXELUb Y3HaTb O 6€30MacHOCTU B CETU MOHATHLIM U
OOCTYMHbIM S3bIKOM, @ NPY BO3HUKHOBEHUW KPUTUYECKON CUTyaumm o6paTuTbCs 3a COBETOM. A TakkKe NPUHATbL y4yacTue B
KOHKypcax 1 cTaTb cambiM LMPOBLIM rpaxaaHuHom!



